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Robust 
GNSS 

engine 

Source: FOSTER ITS project, 2016 

OUR VISION: A ROBUST GNSS CAN ACT AS A SINGLE LOCATION 
“ENGINE” FOR MULTIPLE ROAD APPLICATIONS 

(including eCall) 
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23 November, 2016 

 Global coverage 

 Fully compatible with GPS 

 Open service free-of-charge and delivering 

dual frequencies (better performances) 

 18 satellites have been launched, till now: 

 4 satellites launched together in Nov 17 

 12 additional satellites already in production 

 4 satellites per year until 2020 

 Initial operational services declaration at the 

end 2016  

 

GALILEO IS IMPLEMENTED IN A STEP-WISE APPROACH 

Source: ESA, 2016 
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ANALYSIS OF THE RECEIVERS’ CAPABILITIES SHOWS GALILEO 
ENCOURAGING POSITION WITHIN MULTI-CONSTELLATION 

Automotive chipset suppliers leaders support Galileo 

http://www.gsa.europa.eu/system/files/reports/GNSS-Market-Report-2015-issue4_0.pdf 

 

Source: 
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MULTI-CONSTELLATION AND MULTI-FREQUENCY CONCEPTS  

 Multi-constellation:  
When buildings block  
the signal and reduce the 
number of visible satellites, 
the availability of more  
constellations ensures a  
much more accurate  
final position 
 

 
 

 Multi-frequency: 
Galileo, as well as GPS, is providing 
a second frequency on the Open Service, the E5/L5: 
increased accuracy  (elimination of ionospheric errors and quick 
transition form code phase to carrier phase navigation) and 
increased resistance to multipath (also respect to L2C, the other 
second frequency of GPS…) 



GALILEO CONTRIBUTION TO THE MULTIPATH PROBLEM 

The strength of Galileo 
signal, together with an 
advanced code modulation, 
makes Galileo better 
mitigating multipath effects 
(especially in E5, but also E1) 

“The effect of multipath is 
2x smaller with Galileo E1 

compared to GPS L1” 



GALILEO UNIQUE DIFFERENTIATOR: SIGNAL AUTHENTICATION 

Authentication of Galileo signals in the Open Service looks more convenient 
for the industry than the signal encryption between GNSS receiver and VU 

 Security is a major concern in the new Tacho  
 Galileo provides an efficient, resilient and low-

cost solution against jamming or spoofing attacks  

 Security is a major concern in the Smart Tachograph 

vs. 



The European GNSS Programmes 

8 

 Hannover Airport, 2010: GPS repeater at 
higher-than expected power. Hangar door 
open. Planes took off with wrong GPS 
position. 
 

 Careless GNSS-like signal transmission for 
testing purposes. 

INTENTIONAL AND NON-INTENTIONAL THREATS 

? 
 RF regulation under each 

Sovereing State (repeaters, 
pseudolites…) 
 

 Many academic (Texas Austin), 
and non-academic spoofing 
attacks  demonstrated. 
 

 What about non-publicised 
GNSS spoofing? 
 

 



The European GNSS Programmes 

INTENTIONAL AND NON-INTENTIONAL THREATS 

JUNE 2016 -> 
NOVEMBER 2016 -> 



The European GNSS Programmes 

- European Parliament resolution 
(June'16): 
 

 
"Recalls that Galileo will have 
‘differentiators’, that is, certain 
advantages not provided by other 
GNSS constellations, such as open 
service authentication and the 
very high precision and reliability 
of the commercial service; stresses 
that it is essential for these 
differentiators to be made 
available as soon as possible to 
help ensure that Galileo becomes a 
reference constellation and that 
advantages over its competitors 
can be promoted; " 

 
 
 

 

EU COMMITMENT TO GALILEO AUTHENTICATION 
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The European GNSS Programmes 

European Commission and European 
Member States: 

 
 The majority of EU member states 

explicitly support the introduction of OS 
NMA and CS Authentication for Galileo 
between 2018-2020. 
 

 Implementing Act approval process in its 
final stage, including OS NMA and CS 
Authentication (in addition to already 
foreseen PRS).  
 

 ESA/GSA estimation of development and 
operation cost introduced in internal Cost-
Benefit Analysis exercise with positive 
results. Estimated cost of  implementation 
and 10-year operation of NMA of ~10M€. 
 
 

 

EU COMMITMENT TO GALILEO AUTHENTICATION 
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(…) 



The European GNSS Programmes 

GALILEO AUTHENTICATION SERVICES PROPOSED (non-PRS) 
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CS-HA CS-Auth  

(Subject to confirmation at SDCDR) 



23 November, 2016 The European GNSS Programmes 

 Open access: asymmetric 
cryptography. 

 One-to-many, one way 
communication. 

 Noisy, low bandwidth channel  
 Long-term cryptographically secure.  
 Backward compatible. Does not 

affect users not interested. 
 Commensurate receiver 

requirements: CPU, memory, 
connectivity,  protection. 
 
 

 

SERVICE DEFINITION DRIVERS 
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Indicator Result Comments 

Availability No degradation Same performance as standard navigation with Galileo I/NAV 

Accuracy No degradation Same performance as standard navigation with Galileo I/NAV 

TTFAF No degradation Except in "cold start, no K-root" or "slow MAC" cases 

TBA 10-15 sec   

Signal 

unpredicta

bility 

(symbol 

level) 

~every 1.6 sec ~10  unpredictable sps transmitted. Improves protection against 

signal replay attacks. 

Receiver 

Implement

ation Effort  

low Only firmware update to process OSNMA. 

Can be combined with other measures (clock, sensors, power 

monitoring) to further enhance protection against replay attacks. 

OSNMA SUMMARY 



 GNSS is at the center of road applications 
 

 GNSS receiver trends are toward multiconstellation, including Galileo 
 

 Galileo constellation is deploying very fast and follows the expected schedule  
 

 SIS authentication is desirable (SCA, NMA) for future satnav services. 
 

 EU is committed to adding authentication as a differentiator of Galileo, for 
OS, CS and PRS (different user types): CS E6 signals with SCA by 2020 and  OS 
E1B with OSNMA starting 2018 and FOC at 2020, at very low cost. 
 

 Current OSNMA proposed in "Reserved 1" field (20bps) of E1-B through TESLA 
protocol. Analyses and simulations incl. Degraded environments show no 
performance degradation wrt. Standard PNT. 
 

 OSNMA receiver implementation efforts/HW are low.  
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CONCLUSIONS 



THANK YOU 

 

Q&A? 

 
Ignacio Fernández Hernández - European Commission 

Alberto Fernández Wyttenbach - European GNSS Agency 
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